NHO®OPMAILIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCSA ITPU NIOCENEHUN UHTEPHET-PECYPCOB

C KaXJbIM I'OJI0M MOJIOJC)KHU B MHTCPHETC CTAHOBUTLCS 6OJ'IBH_I€, a ydJamuecs - OJHH
13 CaMbIX aKTHUBHBIX I10JIb30BaTejIcH PYHeTa. MC)KI[y TEM, IIOMHUMO OI'POMHOI0O KOJIMYCCTBA
BOSMO)KHOCTGﬁ, HHTCPHCT HCCCT U HpO6JI€MBI. OTa namsTKa JOJIDKHa I1IOMOYb Tebe 6e30macHo
HAXOAUTHCA B CCTH.

KoMmnbroTepHbie BUPYCHI

KOMIOBIOTEPHBIA BUPYC - 3TO PAa3HOBUAHOCTH KOMIIBIOTEPHBIX HPOrpaMM, OTIIMYUTEIBHOU
0COOEHHOCTBIO KOTOPOM SABJISIETCSI CIOCOOHOCTh K pa3MHOXEHHUI0. B fomnonHeHue Kk aromy,
BAPYCHl MOTYT TIOBPEIWTHh WM TIOJIHOCTRIO YHUYTOXHUTH Bc€ (haliibl W JIaHHEIE,
MOJIKOHTPOJIbHBIE TOJIb30BATENI0, OT HMMEHH KOTOpOro Oblla 3allyllleHa 3apakeHHas
IporpamMma, a TaK»Ke MOBPEIUTh WU JaXKE YHUUYTOXKUTH ONEPALUOHHYI) CUCTEMY CO BCEMH
(aiimamu B 11e710M. B OONBITMHCTBE CITydaeB pacpOCTPAHSIIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrpamMMm:

1. Vcnons3yih COBpEMEHHBIE OMNEPAIMOHHBIE CUCTEMBI, MMEIOUIUE CEPhE3HbIA YPOBEHD
3aIUTHI OT BPEIOHOCHBIX MPOrpaMM;

2. TloctrossHHo ycTaHaBiauBai maTyu (IU(GPOBBIC 3aIIaTKH, KOTOPHIE AaBTOMATUYECKH
YCTaHABIUBAIOTCA C IEIbI0 JOPA0OTKH MPOrpaMMbl) M JApyrue OOHOBJICHHS CBOEU
orepanuoHHON cuctembl. CKaunMBail MX TOJNBKO C OPHUITHAIBHOTO caiiTa pazpaborunka OC.
Ecnu cyniecTByeT pexxuM aBTOMaTHYECKOro OOHOBJIEHUS!, BKIIFOUHU €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEPE MO/l IPABaMU MOJIb30BATENS, & HE AIMUHUCTPATOPa. ITO
HE TO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAUIMPOBATHCSA HA TBOEM
MEePCOHAIEHOM KOMIIBIOTEPE;

4. Wcnonb3yil aHTUBHPYCHBIE MPOTPaMMHBIE MPOMYKTHI HM3BECTHBIX MPOU3BOJUTENCH, C
ABTOMATHYE€CKUM OOHOBJIEHUEM 0a3;

5. Orpannup (HU3HUECKUN JOCTYI K KOMIIBIOTEPY JUIS IOCTOPOHHUX JIUIL;

6. Mcnonp3yit BHEIIHUE HOCUTENUW MH(OpMAaIMU, Takue Kak (ierka, Tuck wid (aitn u3
WHTEPHETA, TOJIIBKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIE (Dailiibl, MOTyYEHHBIE U3 HEHAIEKHBIX UCTOYHUKOB. Jlaxke Te
(aiibl, KOTOpBIE MTPUCIIAT TBOM 3HAKOMBIN. JIydllle yTOYHU Y HET0, OTIPABIISII JIM OH T€OE UX.
Cern WI-FI

Wi-Fi - 970 He Bu Tiepeayn JaHHBIX, HE TEXHOJOTHS, a BCEro JHIb OpeHa, Mapka. Ere B
1991 rony Huaepnanjackas komnanus 3apeructpupoBaiia Opens "WECA", uyto 0603Hayano
cinoBocoueranue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecipoBOgHAS TOUHOCTH .
Jlo Hamiero BpeMeHH Joluia apyras abOpeBuatypa, KOTOpas SBISIETCS TaKOW IKe
TexHonmorueil. Jto abOpesuarypa "WIi-Fi". Takoe Ha3BaHue OBUIO aHO C HAMEKOM Ha
CTaHAapT BbicuIel 3ByKoBoi TexHuku Hi-Fi, 9yTo B nmepeBoje o3Havaer "BhICOKasi TOUHOCTD'.




Jla, OccIUIaTHBI WMHTEPHET-AOCTYI B Kade, OTSISIX W a’dpornopTax SBISIETCS OTIWYHOM
BO3MOKHOCTBIO BBIXOJ[a B MHTEpPHET. HO MHOTHE SKCIIEPTHI CYUTAIOT, YTO OOIIETOCTYITHBIE
Wi-Fi cetu He SBIsIOTCS 0€30IMaCHBIMHU.

CoBeTbl 10 0€30MaCHOCTH PAdOTHI B 001eIOCTYNMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoo TnuHy0 nHpOpMaruio yepe3 odmenocrymnabie Wi-Fi cetu. Paboras B
HUX, )KEIATeIIbHO HE BBOAUTH MAPOJIH JIOCTYTIA, IOTUHBI i KAKHE-TO HOMEDPA;

2. Ucnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE TpOrpaMMmbl U OpaHmmayep. Tem cambIM ThI
o0Oe3omacuib ce0s OT 3aKauyKu BUpYyca Ha TBOE YCTPOUCTRBO;

3. [lpu ucnonn3oBanun Wi-Fi otkimoun Gpyskiwmro "O0muii 1ocTym K daiiiiam u npuHTepam'.
JlanHast QyHKIHMS 3aKpbITa M0 YMOJIYAHUIO, OJHAKO HEKOTOPBIE MOJIb30BATENN aKTUBUPYIOT
ee s ynoOCTBa UCTIONIb30BaHUS B paboTe wim yueoe;

4. He ucnionb3yit myoauunsiii WI-FI 11t nepegaun IMUHBIX JaHHBIX, HAIIPUMeEp IS BBIXO/a
B COITMAJIBHBIC CETH W B DJICKTPOHHYIO IMOYTY;

S. cnonw3yit Tonbko 3amnuiiennoe coenuaenne yepes HTTPS, a ue HTTP, T.e. npu mabope
BeO-aapeca BBoaU uMeHHO "https://";

6. B MmoOunsHOM Tenedone otkimtoun Gpyakiuio "Tlonkmouenne k Wi-Fi aBromatudecku'. He
JOIMyCKal aBTOMAaTHYECKOI0 MOJAKIIYEHHUs yCcTpoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormiacusi.

CoumnajbHbIe CeTH

ColnanbHble CETH aKTUBHO BXOJST B HAIy KU3Hb, MHOTHE JIFOJU pabOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWLIHAPA YETOBEK, UYTO SBISETCS OIHOM
CeIbMOM BCEX JKUTEJEeH IIaHeThl. MHOTHE MoIb30BaTeNd HE MOHUMAIOT, YTO MHMOpMaIus,
pa3MellleHHasi UMHU B COLIUATIBHBIX CETAX, MOXKET ObITh HalJIeHa U UCTIOJIb30BaHA KEM YT OJHO,
B TOM YHCJI€ HE 00s3aTeIbHO C OJIaruMH HaMEPEHUSIMHU.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH B COLUAJIBHBIX CETAX:

1. Orpannyb cMCcOK JIpy3en. ¥ TeOs B APYy3bsAX HE JOJKHO OBITh CIydalHBIX M HE3HAKOMBIX
TTIOJICH

2. 3amuinaii CBOIO 4acTHYIO »ku3Hb. He ykaspiBail maponu, TenedoHsl, ajgpeca, AaTy TBOETO
pOXKAEHUS U APYTYIO JUYHYIO0 MH(POPMALHIO. 3J0YMBIIIJIEHHUKH MOTYT UCIOJIb30BATh Ja)e
MH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTENH INIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amumiail CBOIO peryTauio - Aep>KU €€ B YUCTOTE U 3a/1aBail cede BONMpPOC: XOTeN Obl Thl,
4TOOBI IPYrUe MOJb30BATEIN BUAEIH, UYTO ThI 3arpyxaems? [logymaii, mpexxae yeM 4To-To
OIyOJIMKOBATh, HAMUCATh U 3aTPy3UTh;

4. Eciu Thl TOBOPHILB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE HUCIOJIb3YH CBOE PEAIBHOE UMl U
NPYTYIO JINYHYIO0 HH)OPMALIMU: UMSI, MECTO )KUTEIbCTBA, MECTO YU€Obl U MPOYEE;

S. W3berait pasmenienus ¢ororpaduii B HTEpHETE, /1€ THI M300paXKEH HA MECTHOCTH, TIO
KOTOPOIl MOKHO OIIPEIEIUTh TBOE MECTONOJIOKEHUE;

6. Ilpu perucrpauuu B COLMAIBbHON CETH HEOOXOJUMO HCIOJIb30BaTh CIOXKHBIE MapOJIH,

cocTosmme u3 OyKB 1 1P U C KOJIMIESCTBOM 3HAKOB HE MEHEE &;




7. Jlns comumanbHOM CETH, MOYThl U JPYrUX CAaWTOB HEOOXOIWMO HCIOJB30BaTh pa3HbBIC
napoiu. Torga ecinu T€0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOTYYaT TOCTYIT TOIHKO K OTHOMY

MCCTY, @ HC BO BCC Cpasy.

JJIeKTPOHHBbIE IEHbI'U

JJEKTPOHHBIE JEHBIM - 3TO OYEHb YAOOHBIM CHOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TH ACHBIHU.

ONEKTPOHHBIE JECHBIH IOSBUJIMCH COBCEM HEJABHO M HMMEHHO M3-3a 3TOF0 BO MHOTHX
rOCyJapCTBax J0 CUX MOpP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu jxe oHM (PYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJI€ UX pa3AelisioT Ha
HECKOJIbKO BHUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. PasHuna B TOM, 4TO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3pemiaercss MpOBOAUTH Omepanuu 0e3 WACHTH(HUKAIMM TMONb30BaTeNs, a B
HEAaHOHUMHBIX UJICHTU(UKALINS [T0JIb30BATENS SIBISIETCSA 00s13aTENBHOM.

Taxxe crneayer pa3iauyarh 3JIEKTPOHHbIE (QuUaTHbIE AEHbI'M (paBHBI TOCYAAPCTBEHHBIM
BaJIFOTaM) U 3JIEKTPOHHbIE HE(PUATHBIE IEHBI'H (HE PaBHBI TOCYJapCTBEHHBIM BAIIOTAM).

OcHOBHbBIE COBETHI M0 0€30MacCHOI padoTe ¢ 3JIEKTPOHHBIMHU IeHbI AMU:

1. IlpuBsoku K cueTy MOOWIBHBIA TenepoH. ITO camblii YIOOHBIM W OBICTPBIM CIOCOO
BOCCTAHOBUTH JOCTYIN K cuery. [IpuBsizaHHBIN TenedOH MOMOXKET, €ciid 3a0yaelnib CBOM
[JIATEKHBIM MapOJIb WIM 3aliJelIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yi ogHopa3oBbie napoiu. [locie nepexona Ha yCHIICHHYIO aBTOPHU3ALUIO TEOE yiKe
HEe OyJIeT yrpoXkaTh OMACHOCTh KPa)ku WM MepexBaTa IIaTeXHOro napoJis;

3. BoiOepu ciioxxHbii napoib. [IpectynHukam Oyner He MPOCTO yrajaaTh CIOXKHBIN Mapoib.
HanexxHble napoiu - 3TO NapoJik, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIKOYAIOT B ce0s
CTpPOYHBIE U MPOMUCHBIE OYKBbI, TU(GPHI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAaK J0JIjIapa,
(b yHTa, BOCKJIMIIATENbHBIN 3HaK U T.1. Hammpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE TAHHBIE HA CAliTaX, KOTOPHIM HE JOBEPSECIUIb.

JJIEKTPOHHAA MOYTA

DNEKTPOHHAS TI0YTa - TO TEXHOJOTUS M TPEIOCTABISIEMBIE €0 YCIYTH MO TMEPECHUIKE U
MOJTYYEHUIO SJIEKTPOHHBIX COOOIICHUN, KOTOPBIE PAacTIPEAETSIOTCS B KOMIBIOTEPHOU CETH.
OOBIYHO  DJIGKTPOHHBIM  TIOYTOBBIM  SIIIUK  BBITJISAUT  CICAYIONIUM  0Opa3oM:
MMSI_TIOJIb30BaTeNsA(@UMs_JoMeHa. Takke KpoMe Tepeaadd MPOCTOr0 TEKCTa, HUMEETCs
BO3MOXKHOCTH TepeaaBaTh (auibl.




OcHOBHBIE COBETHI M0 0€30IaCHOI padoTe ¢ JIEKTPOHHOM MOYTO:

1. Hago BbIOpaTh NpaBWIIbHBIA MOYTOBBIM CepBUC. B MHTEpHETE €cThb OrpOMHBINA BBIOOD
OECIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIYYIlIEe JOBEPSATh TEM, KOI'O 3HACIlb U KTO MEPBbIil
B PEUTHUHIE;

2. He ykaspiBaii B JWYHOW mouTe JNUYHYIO WH(popmaruio. Hanmpumep, mydine BbIOpaTh
"My3bIkabHBIN (aHaT@" win "pok2013" BMecTo "Temal3";

3. Mcnonp3yil ABYXATAHYIO aBTOPU3ALUIO. DTO KOT1a TOMUMO HapoJisi Hy>KHO BBOJIUTH KO/,
npuchUiaeMblii mo SMS;

4. BerOepu c105KHbBIN Tapoib. JIJIsi KasK10ro mouTOBOIO SITHUKA JOJKEH ObITh CBOM HaJICKHBIM,
yYCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTb BO3MOXKHOCTH HAIlMCATh CAMOMY CBOW JIMYHBIM BOIIPOC, HUCHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcrionb3yii HECKOJIBKO MOYTOBBIX AMIUKOB. [1epBbIii 111 4aCTHOW NEPENUCKHU C aJIpecaTaMH,
KOTOPBIM ThI IOBEPSEIIb. JTO JIEKTPOHHBIN apeC HE HAJI0 UCIIOIb30BaTh IPU PErUCTPALUN
Ha ¢opymMax U CailTax;

7. He oTkpbIBaii (paityibl U Apyrue BIOKEHHS B MUChbMaX, Ja)e €CJIU OHU MPHUIUIA OT TBOUX
npy3ei. Jlydille yTouHH y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (hailisl;

8. [Tocie okoHYaHUs pabOTHl HAa MMOYTOBOM CEpPBHCE MEPE]] 3aKPHITHEM BKIIAJKU C CATOM He
3a0y/1b HaXKaTh Ha "Beiitu".

Ku0epOylsIMHI UM BUPTYaJibHOE U31€BaTeJIbCTBO

KubGepOymuHr - mpeciieoBaHuEe COOOIICHUSIMH, COJASPKAIUMHA OCKOPOJICHUS, arpecCHro,
3allyTMBaHUE; XYJIUTAHCTBO; COLMAIbHOE OOWKOTHPOBAHME C TMOMOIIBIO PA3IMYHBIX
MHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE ¢ KMOEPOYIUTMHT OM:

1. He 6pocaticsa B 60i. Jlydiuii crioco0: MOCOBETOBATHCS KaK ¢e0sl BECTH U, €CJIM HET TOT0, K
KOMY MOXHO OOpaTHThCS, TO BHayaje YCIOKOUThCA. Ecim Thl HaYHENmb OTBEYATh
OCKOpOJICHUSIMU Ha OCKOPOJICHHUSI, TO TOJBKO €e1le O0bIIIe Pa30AOKellb KOH(IIUKT;

2. YupaBisiii cBOeH KHOeppenyTalnei;

3. AHOHUMHOCT, B cetd MHHUMas. CylIecTBYIOT CHOCOOBbI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cronT BecTH XyJIHraHCKuil o0pa3 BUPTyalbHOM XU3HU. UHTEpHET (PUKCUPYET BCE TBOU
NEVCTBUS U COXpaHSET UX. Y JAIUTh UX OYJeT KpaliHe 3aTpyIHUTEIbHO;

5. Co0mro1aii CBOKO BUPTYAIBHYIO YECTh CMOJIOAY;

6. Urnopupyii eauHu4Hbd HeratuB. OJHOPA30BBIE OCKOPOUTEIHHBIE COOOIICHUS JIydYlle
UrHOpUpoBaTh. OOBIUHO arpeccusi MpeKpanlaeTcs Ha Ha4aJlbHOM CTa/INM;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMH, B COITMAIBHBIX CETAX
€CTh BO3MOYXHOCTh OJIOKMPOBKHU OTIPABKU COOOIIEHUM C ONPECICHHBIX aJIpECOB;

8. Ecnu TBI cBUAETENS KNOEpOyunara. TBou AeMCTBUS: BBICTYIIUTh IPOTUB TIPECIIEA0BATENS,
MOKa3aTh €My, YTO €ro JEeHUCTBUS OLICHMBAIOTCS HETaTUBHO, MOAJEPKATh KEPTBY, KOTOPOI




HY’KHA IICUXOJIOTNYCCKas IOMOIIb, COO6HII/ITI> B3POCJIBIM O q)aKTe Arp€CCUBHOTI'O ITOBCIACHUS B
CCTH.

Moo6uabHBIii TeJedon

CoBpemeHHbIe cMapT(OHBI U TUTAHIIIETHI COJEPIKAT B ce0€ BIIOTHE B3POCIbIN (hYHKIIMOHAM, U
Tereph OHU MOTYT KOHKYPHPOBAaTh CO CTAIl[MOHAPHBIMU KoMIbloTepamMu. OJHAKO, CPEACTB
3aIUTHI 711 IOJJOOHBIX YCTPOWCTB IMOKA OYCHD MaJIo. TeCTUpOBaHUE U MIOMCK YSI3BUMOCTEH B
HUX MPOUCXONUT HE TaK MHTeHCHBHO, Kak mis IIK, To ke camoe kacaeTcss 1 MOOWMIIbHBIX
TPUIT0KEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3ephl ye MPaKTUYECKH JIOTHAJIM HACTOJbHBIC AHAJIOTH,
OJIHAKO pacuiupeHue (PyHKIMOHAIa BJEYET 3a CO00H OOJBINYHO CJIOKHOCTh W MEHBIIYIO
BaIUIIICHHOCTb.

Jlameko HE BCE MPOM3BOJIUTENH BBITYCKAIOT OOHOBJICHHUS, 3aKpPBIBAIONINE KPUTUYCCKHE
YSI3BUMOCTH JJISI CBOUX YCTPOMCTB.

OcHOBHbBIE COBETHI /I 0€30MACHOCTH MOOMJILHOTO TeJiepoHa:

Hudero He sBIsAETCS MO-HACTOSIIEMY OeCIUTaTHBIM. Byah OCTOpOKEH, Bemb Korja Tede
NpenararoT OeCcIUIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;
Jlymaii, mpexae uem otapaButb SMS, ¢oto wiu Buaeo. Tl TOUHO 3HAEIIh, II€ OHU OYJIYT B
KOHEYHOM UTOTE?

Heo6x01uMo 0OHOBJISITH ONIEPAIMOHHYIO CUCTEMY TBOETI0 cMapTQoHa;

lcrionb3yit aHTUBUPYCHBIE MPOTPAMMBI J1JII MOOWIIBHBIX Telle(pOHOB;

He 3arpyxaii npuiioXKeHHs] OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT COJEpXKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ECTICUEHUE;

[Tociie TOro Kak Thl BEIMACIIIL C CaldTa, € BBOJWII JIMUHYIO0 HH(GOPMAIIUIO, 3ai1 B HACTPOHKH
Opay3epa u ynaiau cookies;

[Teprioguuecku mpoBepsii, Kakue TUIaTHBIC YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOIl HOMEp MOOWJIBHOTO TeneoHa TOJIBKO JIOJSM, KOTOPBIX Thl 3HACHIb U KOMY
TOBEPSICIIIb;

Bluetooth momkeH OBITh BBIKIIIOYEH, KOT/Ia Thl UM HE MOJb3yembcs. He 3a0biBaii mHOTIA
MIPOBEPSTH ITO.

Online urpsl

CoBpeMEHHbIE  OHJAWH-UTPbl - 3TO KPACOYHBIC, 3aXBATHIBAIOIIAE pPa3BJICUCHUS,
00BEIMHSAIONINE COTHH THICSY YENIOBEK 10 BceMy Mupy. Irpoku nccienyror JaHHbIA UM MUD,
OOIIAIOTCSI APYT € IPYTOM, BBIOJIHSIOT 33JaHUS, CPAXKAIOTCS C MOHCTPAMM U IIOIY4aloT OIIBIT.
3a yOBOJIBCTBUE OHM ILIATST: MOKYMAIOT JUCK, OIUIAYMBAIOT aOOHEMEHT WJIM MPUOOpETaroT
KAKHE-TO OIILINU.

Bce 3T cpeacTBa UAYT Ha NOJAEpKAHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AlLlMU, BBIIYCKAIOTCA HOBBIE MaTuu (1U(pOBbIE

3aIJIaTKU ISl IPOrpPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.




B I'[O,Z[O6HBIX HUrpax CTOUT OIIACaTbCsA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKU TBOCT O
mapoJjisi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3ALINN OOJIBIIMHCTBA Hrp.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH TBOEI'0 UTPOBOI0 AKKAYHTA:

1. Ecnim mpyroii urpok BeneT ceOs MI0X0 WK COo3AaeT Te0e HEMPUATHOCTH, 3a0JIOKHPYH €T0 B
CIIMCKE UTPOKOB;

2. Iloxanylcst aIMAHUCTPATOPAaM WIPbI HAa IUIOXO€ MOBEAECHHE ITOTO MIPOKA, KEIATEIBbHO
NPWJIOKUTh KAKME-TO J10KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail TMUHYI0 HH(POpPMaLMIO B TpOdaiisie urpsl;

4. YBakail IpyruX y4aCTHUKOB IO WUIPE;

5. He ycranapnuBaii HeopuIiiuaaibHbIe TATYH U MOJIBI;

6. Mcnionb3yil CIOKHBIE U Pa3HbIE MTAPOIIH;

7. Jlaxxe BO BpeMsI UTPbI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [I0Ka Tl urpaeiib, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

OUIIMHT UM KPaKa JUYHBIX JaHHbIX

OOBIYHOM KpaXkel JIEHET W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YAWBHIIb, HO C PA3BUTHEM
MHTEPHET-TEXHOJOTUM 3JTOYMBIILICHHUKN TEPEMECTUINCh B HHTEPHET, W MPOJIOJIKAIOT
3aHUMAThCS "TIOOUMBIM" J1€TIOM.

Tak mosiBUIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (DUIIUHT, TJaBHAs IENb
KOTOPOTO COCTOUT B MOJTYYEHUU KOH(DHICHIIMATBHBIX JaHHBIX MOJIh30BaTEICH - JJOTUHOB U
naposeil. Ha anrnuiickom si3bike phishing untaercs kak ¢ummar (ot fishing - peroHas 0B,
password - mapouip).

OcHOBHbBIE COBETHI M0 00PBHOE C PUINMHIOM:

1. Cnenu 3a cBOMM aKKayHTOM. Eciiu ThI oj103peBaeib, 4TO TBOSI aHKETa Obljia B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Vcnonw3yii Oe3omacHble BEO-CaWThl, B TOM YHCIIC, NHTEPHET-MAra3uHOB U TOMCKOBBIX
CUCTEM;

3. Mcnonp3ydl cloXXHbIE W pa3Hble napoiu. Takum oOpa3om, eciu TeOs B3JIOMAKOT, TO
37I0YMBIIUIEHHUKH TIOJyYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY IPO(DUIIO B CETH, a HE KO BCEM;
4. Ecnu 1e0s B3jOMaiM, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
noOaBieHbl y T€0SI B APY3bsSX, O TOM, 4YTO T€OsI B3JIOMaid M, BO3SMOXKHO, OT TBOETO UMEHH
OyJIeT pacchbUIaThCs CIaM M CChUIKU Ha (DUITUHTOBBIE CANTHI;

S. YcranoBu HaznexxHbii naponb (PIN) Ha MOOWIIBHBIN TenedoH;

6. OTKIIIOUM COXpaHEHWe apoJs B Opaysepe;

7. He oTkpbIiBaii ¢ailiibl U Apyrue BIOKEHUS B MUCbMaXx, J1a)K€ €CJIM OHM MPUILUIA OT TBOUX
npyseil. Jlyuiie yTouH# y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailiibl.




Hudposast penyranus

[{udpoBass pemyranus - 3TO HEraTUBHAs WIM MO3UTHBHAs WMH(OpManuUs B CETH O TeOe.
Komnpomerupyroas nHpopMalius, pa3MeleHHasi B MHTEPHETE, MOXET CEphe3HBIM 00pa3oM
OTpa3UThCs HA TBOEU peasibHOM ku3HU. "Lludposas penyramus" - 3T0 TBOH UMUK, KOTOPBIA
dhopmupyeTcs u3 nHHopmaIuu o Te0e B UHTEPHETE.

TBoe MecTO )XUTENbCTBA, YUeObl, TBOE (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX - BCE ITO HAKATUIMBAETCS B CETH.

MHorue MoApOCTKH JIETKOMBICIIEHHO OTHOCSATCS K MyOJMKaluu JUYHON HH(pOpMAIlUH B
HTEepHETE, HE MOHMMAas BO3MOXKHBIX ITOCIEACTBUI. THI 1ake HE CMOKEIIb 10raaaThCs O TOM,
qro ¢oTorpadms, pasMelIeHHas S5 JET Haszaj, cTaja MPUYMHOM OTKa3a IMPHUHSATH TeOsS Ha
pabory.

KomMeHTapuu, pasMenienue TBoux (ororpapuil U Apyrue ACHCTBUS MOTYT HE MCUE3HYTh
layke Iociie TOro, Kak Thl MX yJaJWlb. Thl HE 3HaEllb, KTO COXPAHUI 3Ty MH(OpPMAIUIO,
[orajia Ju OHAa B IMOMCKOBBIE CUCTEMBI U COXPAHWIIACH JIM OHA, a IJIABHOE: YTO NOAYMAIOT O
TeO€ OKPY’KAOIINE JIIOU, KOTOPbIE HAWAYT U YBUAAT 9T0. Haiitn nadopmaimio MHOTO JIeT
CITyCTsI CMOXKET JIF000H - Kak U3 T0OpbIX MOOYXKAEHUH, TaK U C HAMEPEHUEM TPUYUHUTD BPE/I.
[9TO MOXKET OBITh KTO YTOIHO.

(OCHOBHBIE COBETHI 110 3aIIUTE UPPOBOI penyTaluu:

1. Ilonymali, mpexjae 4eMm 4To-TO MyOJMKOBAaTh M IepeAaBaTh y ce0s B Ojore uiu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax mpoduiisi YCTAaHOBU OTPAHMYEHHUS HA MPOCMOTP TBOETO NpOoduis U €ro
COJIEP>)KMMOTr0, clIeiail ero ToabKO "miist apy3en”;

3. He pa3memaii u He yka3biBail HH(OpPMALUIO, KOTOPasi MOXKET KOro-1u00 OCKOpOIATh WIN

00MXAaTh.

ABTOpPCKOE IIPaBO

CoBpeMeHHasi MOJOJIeKb - AKTHUBHBIC IMOJBH30BaTENN IU(GPOBOro mpocTpancTBa. OgHAKO
aJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHNE MHOTUMHU BO3MOXXHOCTSIMU LIMPPOBOro MUpa TpeOyeT
COOJTIO/ICHUS TTPaB HA MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyaslbHAasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3jIUYHBIM TBOPEHUSIM
HeJIOBEUECKOr0 yMa, HauyMHasg C HOBBIX H300peTEHHH W 3HAKOB, 0003HAYAIOIIHNX
COOCTBEHHOCTh Ha TMTPOAYKTHl W YCIyTd, W 3aKaHuWMBas KHUTamH, Qororpadusmu,
KUHO(UIBMaMH U MY3bIKaJIbHBIMU MTPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa - 3TO IMpaBa HAa HHTEIUICKTYaJbHYIO COOCTBEHHOCTh Ha TPOM3BEICHUS
HAyKH, JTUTEPATypbl U UCKYCCTBA. ABTOPCKHE MIpaBa BHICTYNAIOT B KQU€CTBE TapaHTUU TOTO,
4TO WHTEJUICKTYa bHBIN/TBOPYECKU Tpya aBTopa HE OyaeT HampacHbIM, JacT eMy
CIpaBe/JIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEro TpyAa, MOJYYHTh
M3BECTHOCTh W TMpu3HaHWe. HUKTO 0e3 pa3pelieHus] aBTopa He MOXKET BOCIIPOU3BOJIUTH €T0
POU3BEACHHUE, PACTIPOCTPAHATD, MTyOJIUIHO TEMOHCTPUPOBATD, MPOIaBaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCTIOJIHATD, MOKA3bIBATH/UCIIONHATH B 3()Mpe WK pa3MeliaTh B

HTepHeTe.




Mcronbp30Banue "HHpaTCKOFO" IMporpaMMHOI'O oOeCIIeYeHUST MOXKET IMPUBCCTH K MHOI'NM
pHUCKaM: OT IIOTCPU AAHHBIX K TBOHM AKKayHTaM 10 6HOKI/IpOBKI/I TBOCI' O YCTpOfICTBa, rac
YCTAHOBJICHA HCJICTAJIbHAA IIporpaMma. He crour Ttakxke 3216BIBaTI), 4TO CYIICCTBYIOT
JlerajibHbIe U O€CIUIaTHBIC IIporpaMmsbl, KOTOPBIC MOKHO HAWTHU B CETH.

O nopraJie

CereBHUOK.pQ - TBOM IIaBHBIM COBETUMK B CETU. 37€CHh Thl MOXEIIb Y3HATh O 0€30MaCHOCTH
B CETH MOHATHBIM M JIOCTYNHBIM SI3bIKOM, & IIPM BO3HUKHOBEHHH KPUTHYECKOH CUTYaIlMH
00paTUTHCS 32 COBETOM. A TaK)Xe MPUHATHh YYaCTHUE B KOHKYpPCaxX U CTaTh CaMbIM HU(POBBIM
rpaxgaHuHOM !




